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THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

SECTION | -RESPONSE EXPENSES

DATA COMPROMISE COVERED CAUSE OF LOSS
Coverage under this Data Compromise Coverage endorsement applies only if all of the following conditions are met:

1.
2.

3.

There has been a "personal data compromise”;and

Such "personal data compromise” is first discovered by you during the policy period for which this Data Compromise Coverage endorsement is
applicable; and

Such "personal data compromise” is reported to us within 60 days after the date it is first discovered by you.

SECTION I - COVERAGE

If the three conditions listed above in DATA COMPROMISE COVERED - CAUSE OF LOSS have been met, then we will provide coverage for the following
expenses whenthey arise directly from the covered cause of loss and are necessary and reasonable. Coverages 4and 5 apply only if there has been a notification
of the “personal datacompromise” to “affected individuals” as covered under coverage 3.

1.

Forensic IT Review

Professional information technologies review if needed to determine, within the constraints of what is possible and reasonable, the nature and extent
of the "personal data compromise” and the number and identities of the “affected individuals”.

This does not include costs to analyze, research or determine any of the following:

a. Vulnerabilities in systems, procedures or physicalsecurity;

b. Compliance with PCl or other industry security standards;or

c. Thenature orextent ofloss or damage to datathat is not “personally identifying information” or “personally sensitive information”.

If there is reasonable cause to suspect that a covered “personal data compromise” may have occurred, we will pay for costs covered under ForensicIT
Review, eveniif it is eventually determined that there was no covered “personal data compromise”. However, once it is determined that there was no
covered “personal data compromise”, we will not pay for any further costs.

Legal Review

Professional legal counsel review of the “personal data compromise” and how you should best respond toiit.

Ifthereis reasonable cause tosuspect that acovered “personal datacompromise” may have occurred, we will pay for costs covered under Legal Review,
evenifit is eventually determined that there was no covered "personal data compromise”. However, once it is determined that there was no covered
"personal datacompromise”, we will not pay any further costs.

Notification to Affected Individuals
We will pay your necessary and reasonable costs to provide notification of the “personal data compromise” to “affected individuals”.

Services to Affected Individuals
We will pay your necessary and reasonable costs to provide the following services to “affected individuals™:
a. Thefollowing services apply to any “personal datacompromise”:

1) Informational Materials
A packet of loss prevention and customer support information.
2) Help Line

A toll-free telephone line for “affected individuals” with questions about the “personal data compromise”. Where applicable, the line can
also be used to request additional services as listed in b. 1) and 2).
b. The following additional services apply to “personal data compromise” eventsinvolving “personally identifying information”:

1) Fraud Alert
An alert placed on a credit file advising the creditor to validate the legitimacy of a credit application by contacting the “affected individual”.
This service is initiated by the “affected individual” contacting the designated service provider who will provide assistance with placement
of alerts with all designated Canadian credit bureaus.

2) Identity Restoration CaseManagement
As respects any “affected individual” who is or appears to be a victim of “identity theft” that may reasonably have arisen from the “personal
data compromise”, the services of an identity restoration professional who will assist that “affected individual” through the process of
correcting credit and other records and, within the constraints of what is possible and reasonable, restoring control over his or her personal
identity.

PR Services

Professional publicrelations firm review of and response to the potentialimpact of the “personal data compromise” on your business relationships. This
includes costs to implement public relations recommendations of such firm. This may include advertising and special promotions designated to retain
your relationship with “affected individuals”. However, we will not pay for promotions:

a. Provided to any of your directors or employees;or

b. Costing more than $25 per “affectedindividual”.
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6. Notification to the Office of the Privacy Commissioner of Canada or Other Regulatory Authority
We will pay the necessary and reasonable expenses to provide notification of the “Personal Data Compromise” to the Office of the Privacy
Commissioner of Canada and any other regulatory authority as may be required.

SECTIONI - LIMITS
The most we will pay under Response Expenses coverage is the Data Compromise Response Expenses Limit shown on the Declaration Page.

The Data Compromise Response Expenses Limit is an annual aggregate limit. This amount is the most we will pay for the total of all loss covered arising out of
all “personal data compromise” events which are first discovered by you during the present annual period. This limit applies regardless of the number of
"personal data compromise” events discovered by you during that period.

A "personal data compromise” may be first discovered by you in one policy period but cause covered costs in one or more subsequent policy periods. If so, all
covered costs arising from such “personal data compromise” will be subject to the Data Compromise Response Expenses Limit applicable to the policy period
when the “personal data compromise” was first discovered by you.

The most we will pay under Response Expenses coverage for loss arising from any “malware-related compromise” is the Named Malware sublimit shown on the
Declaration Page. For the purpose of the Named Malware sublimit, all “malware-related compromises” that are caused, enable or abetted by the same virus or
other malicious code are considered to be a single “personal data compromise”.

The most we will pay under each of the Forensic IT Review, Legal Review and PR Services coverage for loss arising from any one “personal data compromise”is
10% of the Response Expense Coverage Limit shown on the Declaration Page. These sublimits are part of, and not in addition to, the Data Compromise
Response Expenses Limit. PR Services coverage is also subject to a limit per “affected individual” as described in 5. PR Services.

SECTION | - DEDUCTIBLE
Response Expenses coverage is subject to the Response Expenses Deductible shown on the Declaration Page. You shall be responsible for such deductible
amount as respects each "personal data compromise” covered under this endorsement.

The following is added as an Additional Coverage if a limit is shown on the Declaration Page:

SECTION Il -DEFENCE AND LIABILITY

DEFENCE AND LIABILITY COVERED CAUSE OF LOSS

Coverage under this Data Compromise Coverage endorsement applies only if all three of the conditions in DATA COMPROMISE — COVERED CAUSE OF LOSS

are met.
Only with regard to SECTION Il - Defence and Liability coverage, the following conditions must also be met:

1. You have provided notifications and services to “affected individuals” in consultation with us pursuant to Response Expenses coverage; and

2. You receive notice of a “data compromise suit” brought by one or more “affected individuals” or by a governmental entity on behalf of one or more
"affected individuals”; and

3. Notice of such “data compromise suit” is received by you within two years of the date that the “affected individuals” are notified of the “personal data
compromise”;and

4. Such “data compromise suit” is reported to us as soon as practicable, but in no event more than 60 days after the date it is first received by you.

SECTION Il - COVERAGE
If all of the conditions listed above in DEFENCE AND LIABILITY — COVERED CAUSE OF LOSS have been met, then we will provide coverage for “data
compromise defence costs" and “data compromise liability” directly arising from the covered cause of loss.

SECTION Il -LIMITS
The most we will pay under Defence and Liability coverage is the Data Compromise Defence and Liability Limit shown on the Declaration Page.

The Data Compromise Defence and Liability Limit is an annual aggregate limit. This amount is the most we will pay for all loss covered under SECTION I (other
than post—judgment interest) arising out of all “personal data compromise” events which are first discovered by you during the present annual period. This limit
applies regardless of the number of “personal data compromise” events discovered by you during that period.

A "personal data compromise” may be first discovered by you in one policy period but cause covered costs in one or more subsequent policy periods. If so, all
covered costs (other than post-judgment interest) arising from such “personal data compromise” will be subject to the Data Compromise Defence and Liability
Limit applicable to the policy period when the “personal data compromise” was first discovered by you.

The most we will pay under Defence and Liability coverage for loss arising from any “malware-related compromise” is the Named Malware sublimit shown on the

Declaration Page. For the purpose of the Named Malware sublimit, all “malware-related compromises” that are caused, enable or abetted by the same virus or
other malicious code are considered to be a single “personal data compromise”. This sublimit is part of, and not in addition to, the Defence and Liability Limit.
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SECTION Il - DEDUCTIBLE mutual insurance
Defence and Liability coverage is subject to the Defence and Liability Deductible show on the Declaration Page. You shall be responsible for such deductible

amount as respects each “data compromise suit” covered under this endorsement.

EXCLUSIONS, ADDITIONAL CONDITIONS AND DEFINITIONS

EXCLUSIONS

The following additional exclusions apply to this coverage. We will not pay for costs or loss arising from the following:

1. Your intentional or wilful complicity in a “personal data compromise”.

2. Any criminal, fraudulent or dishonest act, error or omission, or any intentional or knowing violation of the law by you.

3. Any “personal data compromise” occurring prior to the date that this Data Compromise Coverage endorsement, or any coverage substantially similar
to that described in this endorsement, was first added to this policy.

4. Coststoresearchor correct any deficiency. This includes, but is not limited to, any deficiency in your systems, procedures or physical security that may

have contributed to a “personal datacompromise”.
5 Any fines or penalties. This includes, but is not limited to, fees or surcharges from affected financial institutions.
6. Any criminal investigations or proceedings.
7. Any extortion or blackmail. This includes, but is not limited to, ransom payments and private security assistance.
8 Any “personal data compromise” involving data that is being transmitted electronically, unless such data is encrypted to protect the security of the

transmission.

9. Yourreckless disregard for the security of “personally identifying information” or “personally sensitive information” inyour care, custody or control.
10. That part of any “data compromise suit” seeking any non-monetaryrelief.
11. War and hostile action, including any of the following and any consequence of any of the following:

a. Cyberwarfare, whether or not occurring in combination with physical combat;

b. Undeclared war;

c. Civilwar;

d. Hostile action by military force or cyber measures, including action in hindering or defending against an actual or expected attack, by any

Combatant, or;
e. Insurrection, rebellion, revolution, usurped power, political violence or action taken by governmental authority in hindering or defending against
any of these, including cyber action in connection with any of the foregoing.
For purposes of this exclusion, cyber warfare, cyber measures and cyber action include, but are not limited to, the use of disruptive digital activities
against a computer system or network with the intention to cause harm in order to further political or similar objectives, or to intimidate any person(s)
in furtherance of such objectives, committed by a Combatant.
The attribution of an action to a Combatant will be determined by relying on reasonable evidence such as:

a. Statements by animpacted government, sovereign or other authority;
b. Statements by widely recognized international bodies (such as the United Nations) or alliances (such as the North Atlantic Treaty Organization); or
c. Consensus opinion within relevant expert communities such as the cyber security industry.

Decisions about the presence or absence of war, hostile action, and other terms used in this exclusion will take into consideration the full range of
available tactics, weapons and technologies at the time of the event giving rise to the “loss".
“"Combatant” means for purposes of this exclusion a government, sovereign or other authority, or agents acting on their behalf.

ADDITIONAL CONDITIONS
The following additional conditions apply to all coverages under this endorsement:
1. Data Compromise Liability Defence

a. We shall have the right and the duty to assume the defence of any applicable “data compromise suit” against you. You shall give us such
information and cooperation as we may reasonablyrequire.

b.  Youshall not admit liability for or settle any “data compromise suit” orincur defence costs without our prior written consent.

c. If yourefuse to consent to any settlement recommended by us and acceptable to the claimant, we may then withdraw from your defence by
tendering control of the defence toyou. Fromthat point forward, you shall, at your own expense, negotiate or defend such “datacompromise suit”
independently of us. Our liability shall not exceed the amount for which the claim or suit could have been settled if such recommendation was
consented to, plus defence costs incurred by us, and defence costs incurred by you with our written consent, prior to the date of such refusal.

d.  We shall not be obligated to pay any damages or defence costs, or to defend or continue to defend any “data compromise suit”, after the Data
Compromise Defence and Liability Limit has beenexhausted.

e. Weshall payallinterest onthat amount of any judgment within the Data Compromise Defence and Liability Limit which accrues:

1) After entry of judgment;and

2) Before we pay, offer to pay or deposit in court that part of the judgment within the Data Compromise Defence and Liability Limit or, in
any case, before we pay or offer to pay the entire Data Compromise Defence and Liability Limits.

These interest payments shall be in addition to and not part of the Data Compromise Defence and Liability Limit.

2. Duties in the Event of a “Data CompromiseSuit”
a. Ifa"datacompromise suit” is brought against you, youmust:
1) Immediately record the specifics of the “data compromise suit” and the date received; and

2) Provide us with written notice, as soon as practicable, but in no event more than 60 days after the date the “data compromise suit” is

first received by you.
3) Immediately send us copies of any demands, notices, summonses or legal papers received in connection with the “data compromise

suit”;
4) Authorize us to obtain records and otherinformation;
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5) Cooperate with us in the investigation, settlement or defence of the “"data compromise suit";

6) Assist us, upon our request, in the enforcement of any right against any person or organization which may be liable to you because of loss
to which this insurance may also apply;and

7) Not take any action, or fail to take any required action, that prejudices your rights or our rights with respect to such “data compromise

suit”.

b.  Youmay not, except at your own cost, voluntarily make a payment, assume any obligation, or incur any expense without our prior written
consent.

c. Ifyoubecome aware of a claim or complaint that may become a “data compromise suit”, you shall promptly inform us of such claim or complaint.

3. Due Diligence

You agree to use due diligence to prevent and mitigate costs covered under this endorsement. This includes, but is not limited to, complying with, and

requiring your vendors to comply with, reasonable and industry-accepted protocols for:

a.  Providingand maintaining appropriate physical security for your premises, computer systems and hard copy files;

b Providing and maintaining appropriate computer and Internetsecurity;

c.  Maintaining and updating at appropriate intervals backups of computerdata;

d. Protectingtransactions, such as processing credit card, debit card and cheque payments; and

e. Appropriatedisposal of files containing “personally identifyinginformation” or “personally sensitive information”, including shredding hard copy
files and destroying physical media used to storeelectronic data.

4. Legal Advice
We are not your legal advisor. Our determination of what is or is not covered under this Data Compromise Coverage endorsement does not represent
advice or counsel from us about what you should or should not do.

5. Pre-Notification Consultation

You agree to consult with us prior to the issuance of notification to “affected individuals”. We assume no responsibility under this Data Compromise

Coverage for any services promised to “affected individuals” without our prior agreement. If possible, this pre-notification consultation will also include

the designated service provider(s) as agreed to under Additional Condition 6. Service Providers. You must provide the following at our pre- notification

consultation withyou:

a. Theexactlist of “affected individuals” to be notified, including contact information.

b. Informationabout the “personal data compromise” that may appropriately be communicated with “affected individuals”.

c.  The scope of services that you desire for the “affected individuals”. For example, coverage may be structured to provide fewer services in order
to make those services available to more “affected individuals” without exceeding the available Response Expenses Limit.

6. Services Providers

a.  We will only pay under this Data Compromise Coverage for services that are provided by service providers approved by us. You must obtain our
prior approval for any service provider whose expenses you want covered under this Data Compromise Coverage. We will not unreasonably
withhold suchapproval.

b.  Priorto the Pre-Notification Consultation described in Additional Condition 5 above, you must come to agreement with us regarding the service
provider(s) to be used for the Notification to Affected Individuals and Services to Affected Individuals. We will suggest a service provider. If you
prefer to use an alternate service provider, our coverage is subject to the followinglimitations:

1) Such alternate service provider must be approved by us;
2) Such alternate service provider must provide services that are reasonably equivalent or superior in both kind and quality to the services
that would have been provided by the service provider we had suggested; and
3) Our payment for services provided by any alternate service provider will not exceed the amount that we would have paid using the service
provider we had suggested.
7. Services

The following provisions apply as respects any services provided to you or any “affected individual” by us, our designees or any service firm paid for in

whole or in part under this Data Compromise coverage:

a. Theeffectiveness of such services depends on your cooperation and assistance.

b.  All services may not be available or applicable to all individuals. For example, “affected individuals” who are minors or foreign nationals may not
have credit records that can be provided or monitored. Service in Canada will be different from service in the United States and Puerto Rico in
accordance with local conditions.

c. Wedonotwarrant or guarantee that the services will end or eliminate all problems associated with the covered events.

d.  Youwill have a direct relationship with the professional service firms paid for in whole or in part under this coverage. Those firms work for you.

DEFINITIONS

With respect to the provisions of this endorsement only, the following definitions are added:

1.

"Affected Individual” means any person who is your current, former or prospective customer, client, member, owner, director or employee and whole

"personally identifying information” or “personally sensitive information” is lost, stolen, accidentally released or accidentally published by a “personal

data compromise” covered under this endorsement. This definition is subject to the followingprovisions:

a. "Affectedindividual” does not include any business or organization. Only an individual person may be an “affectedindividual”.

b.  An"affected individual” must have a direct relationship with your interests as insured under this policy. The following are examples of individuals
who would not meet thisrequirement:
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1) If you aggregate or sell information about individuals as part of your business, the individuals about whom you keep such information do
not qualify as “affected individuals”. However, specific individuals may qualify as “affected individuals” for another reason, such as being an
employee ofyours.

2) If you store, process, transmit or transport records, the individuals whose “personally identifying information” or "personally sensitive
information” you are storing, processing, transmitting or transporting for another entity do not qualify as “affected individuals”. However,
specific individuals may qualify as "affected individuals” for another reason, such as beingan employee of yours.

3) Youmay have operations, interests or properties that are not insured under this policy. Individuals who have arelationship with you through
such other operations, interests or properties do not qualify as “affected individuals”. However, specific individuals may qualify as “affected
individuals” for another reason, such as being an employee of the operationinsured under this policy.

c.  An"affectedindividual” may reside anywhere in theworld.

2. "Data Compromise Defence Costs” means expenses resulting solely from the investigation, defence and appeal of any “data compromise suit” against
you. Such expenses must be reasonable and necessary. They will be incurred by us. They do not include your salaries or your loss of earnings. They do
not include premiums for any appeal bond, attachment bond or similar bond, but without any obligation to apply for or furnish any suchbond.

3. "Data Compromise Liability”

a. "Datacompromise liability” means the following, when they arise from a “data compromise suit":
1) Damages, judgments or settlements to “affectedindividuals”;
2) Defence costs added to that part of any judgment paid by us, when such defence costs are awarded by law or court order; and
3) Pre-judgment interest on that part of any judgment paid byus.

b. “Datacompromise liability” does not mean:
1) Damages, judgments or settlements to anyone who is not an “affected individual”;
2) Civil or criminal fines or penalties imposed bylaw;
3) Punitive or exemplary damages;
4) The multiplied portion of multiplieddamages;
5) Taxes; or
6) Matters which may be deemed uninsurable under the applicable law.

4. "Data Compromise Suit”

a. "Data Compromise Suit” means a civil proceeding in which damages to one or more “affected individuals” arising from a “personal data
compromise” or the violation of a governmental statute or regulation are alleged. Such proceeding must be brought in Canada, the United States
of America or Puerto Rico. “Data compromise suit"includes™:

1) Anarbitration proceeding in which such damages are claimed and to which you must submit or do submit with our consent;
2) Any other alternative dispute resolution proceeding in which such damages are claimed and to which you submit with our consent; or
3) A written demand for money, when such demand could reasonably result in a civil proceeding as described in this definition.
b. "Datacompromise suit” does not mean any demand or action brought by or on behalf of someone whois:
1) Your director or officer;
2) Your owner or part-owner; or
3) A holder of your securities;
in their capacity as such, whether directly, or derivatively, or by class action. “Data compromise suit” will include proceedings brought by such
individuals in their capacity as "affected individuals”, but only to the extent that the damages claimed are the same as would apply to any other
"affected individual”.

c. "Datacompromise suit” does not mean any demand or action brought by or on behalf of an organization, business, institution or any other party

that is not an “affected individual”or governmental entity.

5. "ldentity Theft” means the fraudulent use of “personally identifying information”. This includes fraudulently using such information to establish credit
accounts, secureloans, enterinto contracts orcommitcrimes. “Identity theft” does notinclude the fraudulent use of abusiness name, d/b/aorany other
method of identifying a businessactivity.

6. "Malware-Related Compromise”” means a “personal data compromise” that is caused, enable or abetted by a virus or other malicious code that, at the
time of the “personal data compromise”, is named and recognized by the CERT® Coordination Center, McAfee®, Secunia, Symantec or other
comparable third party monitors of malicious codeactivity.

7. "Personal Data Compromise” means the loss, theft, accidental release or accidental publication of “personally identifying information” or ‘personally
sensitive information” as respects one or more “affected individuals”. If the loss, theft, accidental release or accidental publication involves “personally
identifying information”, such loss, theft, accidental release or accidental publication must result in or have the reasonable possibility of resultingin the
fraudulent use of such information. This definition is subject to the following provisions:

a. At the time of the loss, theft, accidental release or accidental publication, the “personally identifying information” or “personally sensitive
information” need not be at the insured premises but must be in the direct care, custody or control of:
1) You; or
2) A professional entity with which you have a direct relationship and to which you (or an “affected individual” at your direction) have turned
over (directly or via a professional transmission or transportation provider) such information for storage, processing, transmission or
transportation of suchinformation.
b.  "Personal data compromise” includes disposal or abandonment of “personally identifying information” or “personally sensitive information”
without appropriate safeguards such as shredding or destruction, subject to the following provisions:
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1) The failure to use appropriate safeguards must be accidental and not reckless or deliberate; and
2) Such disposal or abandonment must take place during the time period for which this Data Compromise Coverage endorsement is

effective.
c.  "Personaldatacompromise”includes situations wherethereis areasonable cause to suspect that such “personally identifying information” or
"personally sensitive information” has beenlost, stolen, accidentally released oraccidentally published, evenif there is no firm proof.
d.  Allincidents of "personal data compromise” that are discovered at the same time or arise from the same cause will be considered one

"personal data compromise”.
8. "Personally Identifying Information” means information, including health information, that could be used to commit fraud or otherillegal activity
involving the credit, access to health care oridentity of an “affected individual”. This includes, but is not limited to, Social Insurance Numbers or

account numbers. “Personally identifying information” does not mean or include information that is otherwise available to the public, such as
names and addresses.

9. "Personally Sensitive Information” means private information specific toanindividual the release of which requires notification of “affected
individuals” underany applicable law. “Personally sensitive information” does not mean orinclude “personally identifyinginformation”.

All other provisions of this policy apply.
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